








» |IP Spoofing Detection Techniques: Direct TTL Probes
* |IP Spoofing Detection Techniques: IP Identification Number
e |P Spoofing Detection Techniques: TCP Flow Control Method

« |P Spoofing Countermeasures

Cryptology, Vulnerability Analysis, Logging and Audit

e Types of Cryptography

« Government Access to Keys (GAK)

e ClIPhers

e Data Encryption Standard

e Advanced Encryption Standard

e RC4, RC5, and RC6 Algorithms

« Digital Signature, SSL, TLS

e Cryptography Toolkit & Disk Encryption

e Brute-Force Attack

* Meet-in-the-Middle Attack on Digital Signature Scheme
e Side Channel Attack

e Hash Collision Attack

e DUHK Attack

e Rainbow Table Attack

* Vulnerability Assessment Concept & Solutions

* Vulnerability Assessment Tools & Reports

* Comparing Security Audit, Vulnerability Assessment, and Penetration Testing




Capture the flag [CTF]

e Understanding of Kali Linux commmands

e Using commands situation based

e Understanding of web application

» Web application tricks to get data

» Doing pentesting Situation based

 Installing and working on Kali Linux

e Vulnerability Assessment Concept & Solutions

e Vulnerability Assessment Tools & Reports

PROTECTION




About )
Placement Assistance

f All eligible candidates will receive placement assistance after program completion
Q( Access to Opportunities with Leading Companies
o Workshops on Resume Review & Interview Preparation

Q( Career Guidance & MentorshlIP by Industry Experts from Rooman

Salary Scale

Maximum

Average

Minimum

Job Roles
Offered

Cybersecurity Analyst e Network Security Engineer
Information Security Analyst ® Network Security Architect
Security Engineer ® Cybersecurity Consultant

Network Engineer ® SOC Engineer

Network Analysist e TAC Engineer

Information Security Specialist ® NOC Engineer
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INNOVATE EMPOWER

Start your

IT Career

With Us

I Getin Touch

www.rooman.net
080 4044 5566

#30, 12t Main
1st Stage Rajajinagar

(=) online@rooman.net Bangalore - 560010




