Red Hat RHCSA

(Linux Server Admin)

SYLLABUS

Y

Rooman Technologies Pvt Ltd

- 1 #30, 12th Main, 1st Stage Rajajinagar,
L’ n n 0 M AN Bangalore — 560010

INNOVATE EMPOWER

E-mail: info@rooman.net
Phone: 7022020000




Document Conventions ix

RH 1 24 Intdeuecdtilc-l)gt System Administration | .....ccoooiiiiiiiiii )):II

Orientation to the Classroom Environment ..o, Xii
Controlling YOUr SYStemMS it e e e ens Xiii
INTernatioNaliZation ... e Xiv

1. Getting Started with Red Hat Enterprise Linux 1
WHRAE TS LINUX? ettt et et et et et e e e e e e e e e eanees 2
Quiz: Getting Started with Red Hat Enterprise LiNUX «..c.vuieiiiiiiiiiiiirer e 9

N1V 0] 4= 1 2PN 1

2. Accessing the Command Line 13
Accessing the Command LiNe ...ttt e 14
Quiz: Accessing the Command Line ..t ee e 19
Accessing the Command Line Using the Desktop .....vuiiiiiiiiiiiiiiii e 23
Guided Exercise: Accessing the Command Line Using the Desktop .....cccceeeveiiinienninnnnn.n. 27
Executing Commands Using the Bash Shell ... 29
Quiz: Executing Commands Using the Bash Shell ... 35

Lab: Accessing the Command LN ..o e e e e e e e anas 39

N1V 010 4T= 1 PPN 45

3. Managing Files From the Command Line 47
Describing Linux File System Hierarchy Concepts ..c.ocuviuriniiniiiiiiiiiiirer e 48
Quiz: Describing Linux File System Hierarchy Concepts .....couviuviiiiiiiiiiiiiiiiiireeeenn, 51
SPECITYiNG Files DY NAME ..t e e e e e e e e e anaes 55
Quiz: Specifying Files DY NamM@ .oou it e e e 60
Managing Files Using Command-1in€ TOOIS ....cuiuiiiniiiiiiii e e e 64
Guided Exercise: Managing Files Using Command-line TOOIS .....ccvivviiiiiiiiiiiniiiiiiniiineeans 70
MakKing Links BetWeEN FilES ..iuiuiiiiii et e e e e e ens 75
Guided Exercise: Making Links Between Files ..., 79
Matching File Names with Shell EXPansions ......ceeieiiiiiiiiiieiei e 81
Quiz: Matching File Names with Shell EXPanSsions .....eeuveiniiiiiiniiieeieeie e 86

Lab: Managing Files from the Command Line .....coiniiiiiiiiii e 90

N1V 0] 4= 1 5 PPN 100

4. Getting Help in Red Hat Enterprise Linux 101
REAdING MANUAI PAGES ..ttt e e e et e e e e et e e e aa e e anaans 102
Guided Exercise: Reading Manual Pages ....c.oiiuiiiiiiiiiiiine e e 106
Reading Info DocumMENntation ... e 110
Guided Exercise: Reading Info Documentation ......c.ciuiiiiiiiiiiiiiie e 113

Lab: Getting Help in Red Hat Enterprise LiNUX oo e 116

YU 0] 4T= 1 5 APPSO 123

5. Creating, Viewing, and Editing Text Files 125
Redirecting Output to @ File Or Program ... 126

Quiz: Redirecting Output to a File or Program .......c.coieiiiiiiiiiiiiee e 132
Editing Text Files from the Shell Prompt .....cooniiiii e 136
Guided Exercise: Editing Text Files from the Shell Prompt .......coooiiiiiiiiiiiiiiiiens 140
Changing the Shell Environment ... 142
Guided Exercise: Changing the Shell Environment .......ccooiiiiiiiiiiiiiiiceeeeeee 148

Lab: Creating, Viewing, and Editing Text Files ... 151

N V] 0] 4T= 1 APPSR 159

6. Managing Local Users and Groups 161
Describing User and Group CONCEPLS ..vnieiiiiiiii e e eeaes 162

Quiz: Describing User and Group CONCEPLS c..eunieiniiiiiiiee e 165



RH124

GAINING SUPEIUSEI ACCESS ittt ettt ettt e et et e e e et et et et e eteteaeaaenseaeneaeaneneanans 169
Guided Exercise: GaiNiNG SUPEIUSET ACCESS .vuiuiininiieiiieineeieeeuetaenetaeeiaeereeneneaneneans 174
Managing Local USer ACCOUNTS ..ouiieiii et e e e e 179
Guided Exercise: Managing Local User ACCOUNES .uiviiiiiiiiiiiiieeeeeeeeeee e, 182
Managing Local Group ACCOUNTS cuuiuniiiiiie ettt et e e e e e e e e aeanaas 185
Guided Exercise: Managing Local Group ACCOUNTS ....vuiieiiniiiiiiiiei e 188
ManNagiNg USEr PasSSWOTIAS .ueuiuinitiiieieieie ettt ettt et et et e te e e et et saeneaaeneaeaneneananns 191
Guided Exercise: Managing USer PaSSWOIAS .....iuiuiieiieiieeieeieeieeieeieeieeieeneeneeneeneeneeneees 195
Lab: Managing Local USers @nd GrOUPS ..uueuuiuniueeieieeieeieeieeieeieeteetaeteeneesesnessesnesnesneenns 199
N1Vl 0] 4T= 1 5 AP PPN 204
7. Controlling Access to Files 205
Interpreting Linux File System PermisSions ..o..eu i 206
Quiz: Interpreting Linux File System Permissions ......coocoveiiiiiiiniiiinii e 21
Managing File System Permissions from the Command Line .......ccooviviiiiiiininiininennnen. 215
Guided Exercise: Managing File System Permissions from the Command Line ................ 219
Managing Default Permissions and File ACCESS ..iuuiiiiiiiiiiiieiieeie e e e e e e eans 223
Guided Exercise: Managing Default Permissions and File ACCESS ..cuvivviriiiniiniininieiaennenns 227
Lab: Controlling AcCCESS 10 FileS cuuniuiiniiiiiiie ettt e e e 232
N V] 0] 4T= 1 5 APPSO PPN 238
8. Monitoring and Managing Linux Processes 239
IS A1 o o o Tod =1 PPN 240
QUIZ: LISTING PrOCESSES «otuiiiiiie ittt ettt et e e eaeeans 245
(O0e] a1 o] 117 To N o o PP 247
Guided Exercise: Controlling JODS c..cueieiiiiie e 250
KT ING PrOCESSES itniiniiiiieie ettt et et e e et e e e et e et et e et et etaetasueataenaetesnastesnaseesnaenasnaenns 255
Guided EXercise: KilliNg PrOCESSES ..vuiuiiuiiieieieie et iie e ee e ee e ee e e e e e eeeeaeanaanns 261
MONItoring ProCess ACTIVITY .ovuiiniiiiii e e e e 266
Guided Exercise: Monitoring Process ACtiVity «..oouveiiiiiiiiiii i 270
Lab: Monitoring and Managing LinUX ProCeSSES ..uuiuuiuiiiiiieieiieeieieeieeeeieeieeieeieeieenenns 275
N1Vl 0] 4T= 1 5 AP OO PPRN 286
9. Controlling Services and Daemons 287
Identifying Automatically Started System Processes .....oevviiiiiiiiiiiiiiiiiiiec e 288
Guided Exercise: Identifying Automatically Started System Processes .......c.cceeveneennnns 293
Controlling SYSTEM SEIVICES .ouuniiiiii et e e e e anas 297
Guided Exercise: Controlling System ServiCes ....cuviiiiiiiiiiii i, 301
Lab: Controlling Services and DABMONS .u.vuiuiinieieiiiieie e eee e et e e e eeaeaeeeaneans 305
N1Vl 0] 41= 1 5 AP PP PPN 309
10. Configuring and Securing SSH 3n
Accessing the Remote Command Line with SSH ... 312
Guided Exercise: Accessing the Remote Command Line ....ccvvviiiviiiiiiiiiniinieeeeeee, 315
Configuring SSH Key-based Authentication ..o 319
Guided Exercise: Configuring SSH Key-based Authentication ........ccccoeiviiiiiiiiinnnnn, 323
Customizing OpenSSH Service Configuration ......ccovuviiiiiiiiiii s 329
Guided Exercise: Customizing OpenSSH Service Configuration ........cccceiviiiiiiiiiiiniiinns, 331
Lab: Configuring and Securing SSH ...t e e eans 337
N1Vl 0] 4T= 1 5 PPN 344
11. Analyzing and Storing Logs 345
Describing System Log ArchiteCture ..o e 346
Quiz: Describing System Log Architecture .......ooo i 348
REVIEWING SYSIOQ FilES uaiiiii e e et e et e e e e 352
Guided Exercise: Reviewing SysIOQ FileS ..unvuiuiiiiiiiii e 356
Reviewing System Journal ENTries ... e 359



Guided Exercise: Reviewing System Journal Entries ....ccoviiiiiiiiiiiiiiiinieceeeeeee 364

Preserving the System JOUrnal ... 368
RH ’I 24 Guided Exercise: Preserving the System Journal ........cooveiiiiiiiiiiiiiieiiieeeeeeeee e, 371
Maintaining ACCUIAte TIME .ot e et e e e e e e eaeans 374
Guided Exercise: Maintaining Accurate Time ...ooiiiii it 378

Lab: Analyzing and STOrNG LOGS ..ivuiiniiiiiiiiii e e e e e e e e e eaaas 382
SUMIMIAIY ettt ettt ettt ettt ettt e it et et ea et ea et enereaerenenennenns 387

12. Managing Networking 389
Describing Networking COoNCEPLS .ouiuiniiiiiie e e e 390
Quiz: Describing Networking CONCePLS ...vuiniiniiii e 401
Validating Network Configuration .......oe oo 405
Guided Exercise: Validating Network Configuration .......ccccciiiiiiiiiiiiiieeeeean 1N
Configuring Networking from the Command Line .....coviiiiiiiiiiiirc e 414
Guided Exercise: Configuring Networking from the Command Line ..........cccevvenviniennenne. 420
Editing Network Configuration Files .....ccueiniiiiiiiie e, 425
Guided Exercise: Editing Network Configuration Files ........ccovviiiiiiiiiiiiiiiiieeen 428
Configuring Host Names and Name ReSoIUtioN ....coviiiiiiiiiii e, 433
Guided Exercise: Configuring Host Names and Name Resolution ........c.cccoevviiiiiiiiinnnnns. 436

Lab: Managing NetWOrKiNg ..ouuii i e e e e e e e e eaaas 440
N1Vl 0] 4T= 1 52PN 445

13. Archiving and Transferring Files 447
Managing Compressed tar ArChIVES ..o e 448
Guided Exercise: Managing Compressed Tar Archives .....coveeeeieviieiieiieiieieieeeeeeee e 454
Transferring Files Between Systems SeCUrely ..ot 457
Guided Exercise: Transferring Files Between Systems Securely .....ccoeivviiiiiiiiininninnenns 459
Synchronizing Files Between Systems Securely ..o, 461
Guided Exercise: Synchronizing Files Between Systems Securely .....cccovevviniiiiniinninnann, 465

Lab: Archiving and Transferring FilesS .....uuviuiieiiiiie et ea e 467
N1Vl 0] 4= 1 52PN 473

14. Installing and Updating Software Packages 475
Registering Systems for Red Hat SUPPOIt ..o 476

Quiz: Registering Systems for Red Hat SUPPOrt .....ceuieniiiiiiiii e, 480
Explaining and Investigating RPM Software Packages ........ccovveiiiiiiiiiiiiiiiiieeeieenee, 482
Guided Exercise: Explaining and Investigating RPM Software Packages ........cc.cceeuvennenn. 487
Installing and Updating Software Packages with YUM ......cccoeiiiiiiiiiiiiiieeeeeeee 490
Guided Exercise: Installing and Updating Software Packages with Yum ...........cc.oeenenie. 497
Enabling Yum Software RepOSITONIes c..iuiuiieiiiiie e 502
Guided Exercise: Enabling Yum Software Repositories .....cc.ovevviiiiiiiiiiiiiiiiiieeeieeieens 505
Managing Package Module STreams ..o i e e e e 509
Guided Exercise: Managing Package Module Streams ........cooevviiiiiiiiiiiiiiiiiiec e, 515

Lab: Installing and Updating Software Packages ......c..veviniiiiiiiiiiiiiei e 519
SUMIMIAIY ettt ettt et ettt ettt e et et e e et ea et eaeneaereaenennenas 526

15. Accessing Linux File Systems 527
Identifying File Systems and DeVICES ...uiuiiuiiniiiieiie e e e e 528

Quiz: Identifying File Systems and DeVICeS .....iuuiiuiiiiiiiieie e 532
Mounting and Unmounting File Systems ..o 534
Guided Exercise: Mounting and Unmounting File Systems ......cooviiiiiiiiiiiiiiiiiiieeenes 538
Locating Files 0N the SySTem ... 541
Guided Exercise: Locating Files on the System .....oiiiiiiiiiiii e 548

Lab: Accessing Linux File SYStemS .o 551

N1V 0] 4T= 1 5 AP PPN 556

16. Analyzing Servers and Getting Support 557



Analyzing and Managing RemMOte SEIVErS ...t aeas 558

Guided Exercise: Analyzing and Managing Remote Servers .....ccccovivveieeiiiieiieeeineennen. 572
RH ’I 24 Getting Help From Red Hat Customer Portal .........coooueiiiiiiiiieiiii e 576
Guided Exercise: Getting Help from Red Hat Customer Portal .........ccoveiiiiiiiiiiiniiiinnn.n. 585
Detecting and Resolving Issues with Red Hat InSights .....coivviiiiiiiiiieeeens 587

Quiz: Detecting and Resolving Issues with Red Hat InSights ......ccooiviiiiiiiiniinn, 595

N1V 0] 4T= 1 52PN 597

17. Comprehensive Review 599
COMPIENENSIVE REVIEW L.ttt et et e e e et e e e e e e e e e e aneaaanas 600

Lab: Managing Files from the Command Line ....c.iuiiiiiiiiieie e e 604

Lab: Managing Users and Groups, Permissions and ProCesSes .....ccuveueiueereiuneinennennennanns 612

Lab: Configuring and Managing @ SEIVET ..uuiuiu i it e e ee e e eeeie e eene e eenaeanas 619

Lab: Managing NeTWOIKS ..uuiuniiii et e e e e e e et e ee e e ene e e eneenaas 626

Lab: Mounting Filesystems and Finding Files .....uviuviiiiiiiiiei e 633

w RH124-RHEL8.0-en-1-8bde737



‘ RedHat

Training and Certification

RH124
Red Hat System Administration |

Document Conventions

Introduction

1. Getting Started with Red Hat Enterprise Linux
What is Linux?
Quiz: Getting Started with Red Hat Enterprise Linux

Summary

2. Accessing the Command Line
Accessing the Command Line
Quiz: Accessing the Command Line
Accessing the Command Line Using the Desktop
Guided Exercise: Accessing the Command Line Using the Desktop
Executing Commands Using the Bash Shell
Quiz: Executing Commands Using the Bash Shell
Lab: Accessing the Command Line

Summary

3. Managing Files From the Command Line
Describing Linux File System Hierarchy Concepts
Quiz: Describing Linux File System Hierarchy Concepts

Specifying Files by Name



Quiz: Specifying Files by Name

Managing Files Using Command-line Tools

Guided Exercise: Managing Files Using Command-line Tools
Making Links Between Files

Guided Exercise: Making Links Between Files

Matching File Names with Shell Expansions

Quiz: Matching File Names with Shell Expansions

Lab: Managing Files from the Command Line

Summary

4. Getting Help in Red Hat Enterprise Linux
Reading Manual Pages
Guided Exercise: Reading Manual Pages
Reading Info Documentation
Guided Exercise: Reading Info Documentation
Lab: Getting Help in Red Hat Enterprise Linux

Summary

5. Creating, Viewing, and Editing Text Files
Redirecting Output to a File or Program
Quiz: Redirecting Output to a File or Program
Editing Text Files from the Shell Prompt
Guided Exercise: Editing Text Files from the Shell Prompt
Changing the Shell Environment
Guided Exercise: Changing the Shell Environment
Lab: Creating, Viewing, and Editing Text Files

Summary

6. Managing Local Users and Groups



Describing User and Group Concepts

Quiz: Describing User and Group Concepts
Gaining Superuser Access

Guided Exercise: Gaining Superuser Access
Managing Local User Accounts

Guided Exercise: Managing Local User Accounts
Managing Local Group Accounts

Guided Exercise: Managing Local Group Accounts
Managing User Passwords

Guided Exercise: Managing User Passwords
Lab: Managing Local Users and Groups

Summary

7. Controlling Access to Files
Interpreting Linux File System Permissions
Quiz: Interpreting Linux File System Permissions
Managing File System Permissions from the Command Line
Guided Exercise: Managing File System Permissions from the Command Line
Managing Default Permissions and File Access
Guided Exercise: Managing Default Permissions and File Access
Lab: Controlling Access to Files

Summary

8. Monitoring and Managing Linux Processes
Listing Processes
Quiz: Listing Processes
Controlling Jobs

Guided Exercise: Controlling Jobs



Killing Processes

Guided Exercise: Killing Processes

Monitoring Process Activity

Guided Exercise: Monitoring Process Activity
Lab: Monitoring and Managing Linux Processes

Summary

9. Controlling Services and Daemons
Identifying Automatically Started System Processes
Guided Exercise: Identifying Automatically Started System Processes
Controlling System Services
Guided Exercise: Controlling System Services
Lab: Controlling Services and Daemons

Summary

10. Configuring and Securing SSH
Accessing the Remote Command Line with SSH
Guided Exercise: Accessing the Remote Command Line
Configuring SSH Key-based Authentication
Guided Exercise: Configuring SSH Key-based Authentication
Customizing OpenSSH Service Configuration
Guided Exercise: Customizing OpenSSH Service Configuration
Lab: Configuring and Securing SSH

Summary

1. Analyzing and Storing Logs
Describing System Log Architecture
Quiz: Describing System Log Architecture

Reviewing Syslog Files



Guided Exercise: Reviewing Syslog Files

Reviewing System Journal Entries

Guided Exercise: Reviewing System Journal Entries
Preserving the System Journal

Guided Exercise: Preserving the System Journal
Maintaining Accurate Time

Guided Exercise: Maintaining Accurate Time

Lab: Analyzing and Storing Logs

Summary

12. Managing Networking
Describing Networking Concepts
Quiz: Describing Networking Concepts
Validating Network Configuration
Guided Exercise: Validating Network Configuration
Configuring Networking from the Command Line
Guided Exercise: Configuring Networking from the Command Line
Editing Network Configuration Files
Guided Exercise: Editing Network Configuration Files
Configuring Host Names and Name Resolution
Guided Exercise: Configuring Host Names and Name Resolution
Lab: Managing Networking

Summary

13. Archiving and Transferring Files
Managing Compressed tar Archives
Guided Exercise: Managing Compressed Tar Archives

Transferring Files Between Systems Securely



Guided Exercise: Transferring Files Between Systems Securely
Synchronizing Files Between Systems Securely

Guided Exercise: Synchronizing Files Between Systems Securely
Lab: Archiving and Transferring Files

Summary

14. Installing and Updating Software Packages
Registering Systems for Red Hat Support
Quiz: Registering Systems for Red Hat Support
Explaining and Investigating RPM Software Packages
Guided Exercise: Explaining and Investigating RPM Software Packages
Installing and Updating Software Packages with Yum
Guided Exercise: Installing and Updating Software Packages with Yum
Enabling Yum Software Repositories
Guided Exercise: Enabling Yum Software Repositories
Managing Package Module Streams
Guided Exercise: Managing Package Module Streams
Lab: Installing and Updating Software Packages

Summary

15. Accessing Linux File Systems
Identifying File Systems and Devices
Quiz: Identifying File Systems and Devices
Mounting and Unmounting File Systems
Guided Exercise: Mounting and Unmounting File Systems
Locating Files on the System
Guided Exercise: Locating Files on the System

Lab: Accessing Linux File Systems



Summary

16. Analyzing Servers and Getting Support
Analyzing and Managing Remote Servers
Guided Exercise: Analyzing and Managing Remote Servers
Getting Help From Red Hat Customer Portal
Guided Exercise: Getting Help from Red Hat Customer Portal
Detecting and Resolving Issues with Red Hat Insights
Quiz: Detecting and Resolving Issues with Red Hat Insights

Summary

17. Comprehensive Review
Comprehensive Review
Lab: Managing Files from the Command Line
Lab: Managing Users and Groups, Permissions and Processes
Lab: Configuring and Managing a Server
Lab: Managing Networks

Lab: Mounting Filesystems and Finding Files



	redhat-syllabus
	Page 1

	RH124-RHEL8.0-en-1-20190508
	RH124-RHEL8.2-en-1-20200928-TOC
	RH134-RHEL8.0-en-1-20190508
	RH134-RHEL8.2-en-1-20200928-TOC



